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Abstract lngemuity for life

This paper leads into the topic of “Security of Revenue: Multi-Type & Multi-
Vendor compatibility” in a typical Utility Smart Meter AMI Program.

Page 2

Security of Revenue is a definition describing two major issues affecting
Water/Electricity/Gas Utilities today:

* Revenue Protection
* Revenue Security

Revenue Protection is effectively the policing of consumption theft
(physical tampering, meter bypassing etc) and management thereof.

Revenue Security is the management and securing of revenue.
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The Utility business is changing lngenuity for life

* The end-to-end energy business value chain is affected by change

* Technology and ICT are playing a huge role in modernisation within the
industry

* In the last 10 to 15 years we have seen emerging international trends
focused on:

*» Better service delivery
“*Improved system operation

“+ A greater customer centric focus => the ‘Energy Prosumer’
*+Big Data — the Internet of Things (IoT)

Smart Grids < Smart Metering
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.. but in South Africa we live in challenging times lngenuity for life

South African municipalities owe Eskom providers in excess of R20
billion
"As of May 2019, the overall debt is at R21.1bn, a growth of

R7.5bn since end of March 2018 (R13.6bn). “ - Eskom spokesperson
Dikatso Mothae

‘Uncollectable’” debt at municipalities totals more than R144bn - 28
February 2019 - Linda Ensor

Traditional ways of collecting money for utility services such as
water, electricity and rates are not working
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* This level of debt is crippling utilities and illegal connections
compound the problem

* Jtis time for more effective methods of revenue collection

We need to Transform Municipal Services and maximise Revenue

Collection
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Consumers connect to the grid on their own
by passing metering points and thus avoiding billing
of their energy consumption

Consumers tamper with meters altering
measurements of power consumption — thus
avoiding billing of their energy consumption

Consumers do not report measured values or report
incorrect values — due to self-reporting by
consumers, corrupted meter readers, unreachable
meters, etc.

Consumers do not pay their bills

The travel costs to collect the money for the bill is
higher than the bill itself

Source: Siemens Convergence Creators GmbH
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Examples of Electricity Theft lngenuity for Life
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Analy

sis: Electricity theft in South Africa

oo

According to the Ridge Times, South Africa is facing six forms of electricity theft resulting in an

average loss of up to R20 billion ($1.5 billion) per annum.

SMART %
ENERGY bGreenbl&l ‘

Vandalism of utility infrastructure, cable theft, the removal of oil from substations, the selling
and use of illegal prepaid vouchers and non-payment of electricity tariffs are some of the factors

| characterised as ectricity theft.

Remote disconnect and
leakage are hot topics

of the increases and some of the decreases on electricity theft.
A new crop - world’s energy

needs can be powered by
farmland-based solar

Electricity theft and revenue c

According to the Ridge Times, South Africa is facing si; ricity theft resultingin an Ed's note- In the dark
average loss of up to R20 billion ($1.5 billion) per an q) ugust 13, 2019
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Unballed Metered Consumption laei {7 for Uife
Unbilled Un-metered Consumption 3
System Apparcnt Unauthorized Consumption
Input Losses .
Volume (Commercial | Customer Meter Inaccuracies and Data Handling | Non Revenue
Water | Losses) Exrrors Water (NRW)
Reel Leakage in Transmassion and Distnbution Mans
(Physical Storage Leaks and Overflows from Water Storage
Tanks
losses) : : _ : 13
Service Connections Leaks up 4o the Micter The purpose of water regulation is to ensure long-term water sustainability

Home » Blog Posts » water meters » Who is Stealing Your Water?

and compatibility of water use across society, by all actors, and among

competing uses, such as drinking, agriculture, industry, and energy, as well

Arad Ltd. . )
Who is Stealing Your Water?

Arad Measuring April 2, 2015

Technologies

as to ensure the preservation or biodiversity of natural ecosystems. Strict

Water utilities are tasked with providing

Master Meter e S legal compliance of course does not guarantee the sustainable and efficient
e (el | EssiimoresinlDualiatin. (donoms | sable water. In return for this service

Contazara o e e e they collect revenues. Sounds simple
(=1 Loe

use of water. If the Iegulatory system is inadequate, all kinds of deficiencies
, W AN

| | S Commmtios Lk 1 10 o My right? The “classic” Water Balance Table
Cicasa in the upper left corner, however, reveals b, ) cause—natural catastrophes pollutlon poor water manageme;
. a more complicated reality. Moving from left to right, the System Input Volume represents the utility's o \ or theft—can have grave consequences. In this paper, Vand,
Arad China entire production capacity. Some of that volume is simply lost — either real physical losses from = = ]
leakage or storage overflows, or commerdial losses, from unauthorized consumption, meter Th E Wﬂ rl d Ba n k has E‘S.ti m ated th E‘ i Felbab-Brown examines the hlgle controversial and e
) ) B . - ) ) . \
WaterTech inaccuracies and billing errors. Non Revenue Water (NRW) also includes unbilled authorized r . tOplCS of water theft and smugglmg, and the pOllCY

consumption, such as fire fighting, flushing of mains and sewers, street cleaning, etc.
Management

total cost of NRW to utilities worldwide at

S$14 billion per year. NRW is typically THE CONTROVERSY ABO
expressed as the % of water for which no

The World Bank
nas 4G estimated
NRW to utilities w
peryear. NRW is typ
the % of water for whicfno rev
were realized over the utility's entire

News & Events

Case Studies

Awards production capacity The table to the right
shows the mean NRW for large cities in . Hr The topic is highly controversial because there is no common definition as
Contact Us Afica, Asi, Lain America & Caribbean venues were realized over the utility’s

to what constitutes water theft and smuggling, or, for that matter, whether

ehtire p roduction ca p a Gﬁy The table to such phenomena exist at all. Increasingly, newspaper articles around the

world, particularly in countries experiencing intense drought and water

and North America. It clearly shows that
MRW is a more critical issue in developing countries where effective metering and billing

infrastructures are less universal. In 1996 the American Water Works Association (AWWA) Leak
Detection and Accountability recommended 10% as the NRW benchmark to which American water

utilities should aspire. shortages, are highlighting water theft as a growing problem. Yet water

experts, water-focused nongovernmental organizations (NGOs),
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Tampering can vary from very simple to very sophisticated lngenuity for Uife

The challenge to detect energy fraud attacks efficiently depends on people, process and products
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POSTED ON THURSDAY, APRIL 26, 2018 BY KRISTAN ROKKIAR

Don’t try this at home! — 6 creative
examples of water meter tamper...

| was visiting a customer when | came across a rare collection of water meters. The collection displayed
various attempts to avoid the water bill... - Seeing it made me think of an old Paul Simon hit (“there must be
50 ways to kill your water meter”). | have shared the 6 most creative examples below for your
entertainment. If you have any similar pictures please share them, perhaps we can actually get to 50.

SIEMENS
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Definition of “Security Revenue” lngenuity for Life

» “Security of Revenue” is really a term that ensures that maximum revenue
for a utility is secured so that the Aggregate Technical, Commercial and
Collection losses (ATC&C) is minimised and profitability and financial
viability of the Utility secured!

» Security of Revenue is a definition describing two major issues affecting
Water/Electricity/Gas Utilities today:

> * Revenue Protection
» * Revenue Security
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Definition of “Security Revenue” lngenuity for Life

» |In today’s world a lot of Utilities in Africa are struggling to make ends meet,
blaming electricity/water/gas theft and “Non-Technical Losses” (NTL) as a
main contributor to their negative financial issues.

» One key point is that Utilities are moving from an OT (Operational
Technology) centric strategy to an IT (Information Technology) strategy —
this means a huge shift in resource focus and management.
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What our utilities customers most value

—— ALERT!
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Grid resilience Power quality Loss Prevention
Ogtage Grid security Safety
avoidance
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Revenue Protection

SIEMENS
Addressing four main valued fields lngenuity for Life

Fault and outage Non technical

management losses combat
/
| ‘Th
1
1 |
\ /
Operational — @/ Asset condition
efficiency L P, monitoring
"
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Identify and locate non-technical power losses caused by meter tampering and potential
theft.
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Revenue Protection lngenuity for life

» Smart Metering systems (essentially Meter Data Management Systems -
MDMS) allows for vital meter data visibility in “near” real time, depending on
the consumer usage policy.

» Analysis of the MDMS data is the first step to realising “Revenue
Protection”.

» Theft of electricity and water is a global issue, and more so in Africa.

» Typically, ATC&C losses range between 15% (for well managed Utilities and
their respective systems) to 70+% (a utility in Nigeria has an effective 72%
ATC&C loss average!)
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Monetising Meter Data lngemuity for Life

F . Page 2 of 2 _—
Your slectricity supply detals. Improve customer support and billing process

Supply address: : . .
Supply period: (11 Jul 201303 Oct 2015X95 days) * Predict hlgh-bl”

NMI:

Energy Plan: Standard Retail Contract + Correct meter failure before bill is sent out
vt fead  feod  fae . Tsan gd  Better VEE
. 13 Oct 15 Actual Peak 4,449 5,338 889 : Flnd |eakS for water customers
130ct15 Actual  Solar 13049 14,476 1427 * Improve knowledge of the customer support group

Customer segmentation becomes possible

* Improve existing and design new rate cases

- Design demand response programs

 Find the best customer group for marketing e.g. EE
campaigns

Implement Revenue Protection

* Find revenue losses because of malfunctioning
meters
 Find theft of commodity on the meter level

tizing meter data is the first step to a
renensive analytics solutions
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Egy Analytics Offering Overview

©

Residential / C&l
Metering

Shp
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SCADA
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Solar/Wind

Weather/3" party
data

CIS Data
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(" ) Equipment Asset
Revenue Load Load Power Grid Loss Topology
Protection |Management Forecasting Quality Detection Mapping

Advanced Use Cases — the Applications

Analytics Foundation — Data Discovery Tool
for the Smart Grid

* Big data aggregation engine

» Search-based analytics

» Out-of-the-box support for common use cases

SIEMENS
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Big Data/Analytics
Platform
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Revenue Protection — Theft — How to identify and analyze

How to identify theft
reliably?

Advanced machine
learning uses multiple
theft signatures to
score each customer

for likelihood of theft

Page 22 30-07-2019

How to find a solution that
can scale as thieves get
more sophisticated?

Easy customizable to
add new theft
signatures and uses
big data processing to
maintain high
performance.

Unrestricted © Siemens AG 2019 All rights reserved.
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How to reduce the burden
on your analysts?

Automated and
comprehensive ticket
management system
will streamline your

analyst workflows.
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Revenue Protection Ingenuity for Life

» Advanced algorithms to detect and flag energy theft or other occurrences of .

non-technical loss. -

« Automated investigation ticket created for any suspected non-technical loss. A

A A
Vv
1l

* Numerical score assigned to each service point indicating likelihood of non-
technical loss.

* An investigation management system to track each investigation from initial .
detection to final disposition. =

* Intuitive and powerful tools for data analysts, supervisors and site investigators.
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The Revenue Protection application consists of 7 steps, the first 6 are automatically done as part of the
Revenue Protection Job run and the last one is the manual review and assignment of the tickets provided
by the Revenue Protection Job.

1 2 3 4 5 6 7
Pre-load Model Investigation Ticket Case
Data Store Creation * Filter Creation Management

—

Manual process
to review and
assign tickets

Revenue Protection Job Run, which are automatically run when the job is executed

/. Case Management
After ticket creation is complete, use the Case Management user interface to handle the overall case
management. You can perform actions such as create new ticket, evidence analysis, ticket assignment, and
feedback management.

Page 24 * Only applicable if machine learning scorit iRFiFRd<@RisRAENs AG 2019 All rights reserved.
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1 2
Pre-load Model Investigation Ticket

Data Store - Creation Filter Creation

1. Pre-load Data Store
The data which is used for the algorithm to be executed can be pre-loaded into memory so that the execution of the Revenue Protection

run is better performing.

2. Model Creation
Model creation is executed for scoring purpose based on the features that you configure. It is an optional step and executed only with

MLScorer

3. Analytics Execution
All the analytics that you configure as active in the Data Svc Version are executed. You can also configure a new/custom algorithm. *

4. Scoring
The algorithm result are prioritized using a scorer. The feature result and the final score are stored either in the HBase, HDFS, or both. You

can also configure a new/custom scorer. *

5. Investigation Filter
Investigation Filters filter out all the SDPs that do not meet certain criteria. You can use Investigation Filters to filter out the SDPs for which
you do not want to create tickets. Apart from the in-built filters, you can add your own filter.

6. Ticket Creation
After the filtered list of SDPs is available, tickets are created for each SDP. If a ticket already exists in database table for the service point
and same data ref end date then the existing ticket is updated with status as "Void" and the ticket gets closed. SR

* https://docs.emeter.com/display/RP24/Configure+Revenue+Protection” \I "ConfigureRevenueProtection-ConfigureReferenceDataForFeaturesandScorer
Page 25 Unrestricted © Siemens AG 2019 All rights reserved.
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Currently there are twenty-one algorithm available in Revenue Protection that look for incidents of Revenue

Losses.
The following algorithm to the right are available =~ # Algorithm Name and Electric Gas  Single  Three
) . Abbreviations Data Data Phase Phase

for electric and gas as well as single and three Meters  Meters
phase meters 1 Usage with no Active Account

(UWNAA)

2 Intervals with no Active Account
(IWNAA)

3 NoUsage for x Days (NUFXD)
4  Estimated Usage (EU)
9 Estimated Intervals (El)

6 Opposite Usage Pattern Compared to
Neighbors (QUPCTN)

7 Opposite Usage Pattern Compared to
CIS (OUPCTNSIC)

8 Night Time Bypass (NTB)

9  Interval Validation Fail Code (IVFC)
10 Register Validation Fail Code (RVFC)

11 Tamper With Usage Drop to Zero

(TWUDTZ)
12| Theft Count (THEFT_COUNT)
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: ; : ; # Algorithm Name and Electric Gas Single Three
The folloyvmg algorithm to the right are available Abbreviations Data  Data  Phase Phace
for electric meters only but work for single and Meters  Meters
three phase meters. 13 Remote Disconnect Load Side Voltage
Zero Usage (RDLSVZU) J X J J

14 Reverse Rotation (RR) J X J N4
15 SDP Low Voltage (SDPLV) J X 4 N4

. . . . #  Algorithm Name and Electric Gas Single Three
The folloyvmg algorithm to the right are available Abbreviations Data  Data  Phace Phase
for electric meter only and only work for 3-phase Meters Meters
meter. 16 QoC Three Phase Low Voltage

(RTPLV)

17 QoC Register Three Phase Current
Phase Angle CT Value (RTPCPACTV)

18 QoC Three Phase Current CT Value
(RTPCCTV)

19 QoC Three Phase Angle (RTPA)

20 QoC Three Phase Current (RTPC)

21 QoCThree Phase Current Phase Angle
(RTPCPA)
Page 27 30-07-2019 Unrestricted © Siemens AG 2019 All rights reserved. RC-BR SI DG
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Vending Benefit

* Customer buys more energy Channels
by cash, credit/debit cards

“Thin” prepaid solution offers better

« Meter reads (on periodical
interval e.g. daily or 15 min)

(Northeast Group, “Market Forecast
Global Prepaid Metering 2016-26")

User SelfCare,
Mobile app

Debtor days reduced from

+ Account value provided at .

SelfCare portal, Mobile app

(African Utility)

- Notification about low balance EnergylP
Prepay
Aa

New retail utilities operating at
« Tariff applied

» Usage deducts from central prepaid account

compared to legacy business (Europe)

Page 29 30-07-2019 Unrestricted © Siemens AG 2019 All rights reserved. RC-BR SIDG S



SIEMENS

Ihg,ev\uify for Ufe_

= Balance controlling is done locally at the pre-payment (budget) meter
Traditional = Cost, complexity and reliability of pre-payment meters
Prepaid Metering . .
= Physical tokens (smart cards/keys/keypad) are required to transfer payment
= Specific physical pre-payment meter needed

i

= Balance controlling is done in the back-office
= Support of different payment methods, tariffs & incentives

= Lifestyle “channels” for consumer engagement:
- via WebPortal, mobile Apps, SMS and e-mail
- Supplier Portal assisted access for Self Care

» Same smart meter for postpaid and prepayment, no field activities for change

Prepayment with
SINERRYEEES
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STS “Pre Paid” Meter vending “Advanced Revenue”

Smart Metering

Smart Meter

Electricity &
Water
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Upfront Collection Revenue Debt Management
Cash Optimization Protection for Recovering Debt

Lifestyle “option”
for consumer

Mobile enablement
via mobile Apps

Usage of normal Provisioning of very Support of
(smart) meters Flexible Tariff Model “Dual/Multi Fuel”
(electricity, gas, water...)
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EnergylIP Core

Platform
incl. MDM

L

* Meter Readings

* Remote
Transactions

* Notifications

v

A

Payment channels

Bank account Credit/Debit Card

]

Back-End EEg Agent Top Up
Supplier CIS  =lmml=
: — [
+ Customer Data -
» Financial
Information
« Tariffs
A 4
EnergylIP Prepay
-
- =S=S e

Customer

Smart Meter

Web Portal, Mobile App-
lications, SMS, e-Mail

* Notifications, Alerts, Account
and Consumption Information
« Payment, Top Up (Refill)

A
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Communication
Network Provider
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Payment Service Provider

Vending provider

Vending channels
Point of Sale

3
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REVENUE CONTRIBUTION: ELECTRICITY & SIEMENS
WATER USERS Ingenuity for Ufe

C&l 2000

Residential 10%
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Combining both Electricity and Water into a “Smart Prepaid”

system
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Consumer
Portal

ey

Central
Wallet
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Continuous service improvement SIEMENS

The future of smart metering lngenuity for Uife

Smart Grids Industry 4.0

Connected power generation

Flexible tariffs

Smart Home :
Follow you metering
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