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Abstract

This paper leads into the topic of “Security of Revenue: Multi-Type & Multi-

Vendor compatibility” in a typical Utility Smart Meter AMI Program.

Security of Revenue is a definition describing two major issues affecting 

Water/Electricity/Gas Utilities today:

• Revenue Protection

• Revenue Security

Revenue Protection is effectively the policing of consumption theft 

(physical tampering, meter bypassing etc) and management thereof.

Revenue Security is the management and securing of revenue.
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The Utility business is changing

• The end-to-end energy business value chain is affected by change

• Technology and ICT are playing a huge role in modernisation within the 

industry

• In the last 10 to 15 years we have seen emerging international trends 

focused on:

❖Better service delivery

❖Improved system operation

❖A greater customer centric focus => the ‘Energy Prosumer’

❖Big Data – the Internet of Things (IoT)

Smart Grids  Smart Metering
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• South African municipalities owe Eskom providers in excess of R20 
billion

• "As of May 2019, the overall debt is at R21.1bn, a growth of 
R7.5bn since end of March 2018 (R13.6bn). “ - Eskom spokesperson 
Dikatso Mothae

• ‘Uncollectable’ debt at municipalities totals more than R144bn - 28 
February 2019 - Linda Ensor

• Traditional ways of collecting money for utility services such as 
water, electricity and rates are not working

… but in South Africa we live in challenging times
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• This level of debt is crippling utilities and illegal connections 
compound the problem

• It is time for more effective methods of revenue collection

We need to Transform Municipal Services and maximise Revenue 

Collection

… but in South Africa we live in challenging times
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Typical sources for Aggregate Technical Commercial & Collection (ATC&C) 

losses

Source: Siemens Convergence Creators GmbH
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Examples of Electricity Theft
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Examples of Water Theft
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Tampering can vary from very simple to very sophisticated

The challenge to detect energy fraud attacks efficiently depends on people, process and products
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Tampering can vary from very simple to very sophisticated
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Definition of “Security Revenue”

➢ “Security of Revenue” is really a term that ensures that maximum revenue 

for a utility is secured so that the Aggregate Technical, Commercial and 

Collection losses (ATC&C) is minimised and profitability and financial 

viability of the Utility secured!

➢ Security of Revenue is a definition describing two major issues affecting 

Water/Electricity/Gas Utilities today:

➢ • Revenue Protection

➢ • Revenue Security
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Definition of “Security Revenue”

➢ In today’s world a lot of Utilities in Africa are struggling to make ends meet, 

blaming electricity/water/gas theft and “Non-Technical Losses” (NTL) as a 

main contributor to their negative financial issues.

➢ One key point is that Utilities are moving from an OT (Operational 

Technology) centric strategy to an IT (Information Technology) strategy –

this means a huge shift in resource focus and management.
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What our utilities customers most value 

Grid resilience Power quality Loss Prevention
CAPEX and OPEX 

savings

Outage 

management

Outage

avoidance
Grid security Safety Flexibility Transparency
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Revenue Protection

Addressing four main valued fields

Fault and outage

management

Asset condition 

monitoring

Operational 

efficiency

Non technical 

losses combat
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Revenue Protection

Identify and locate non-technical power losses caused by meter tampering and potential 

theft.
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Revenue Protection

➢ Smart Metering systems (essentially Meter Data Management Systems -

MDMS) allows for vital meter data visibility in “near” real time, depending on 

the consumer usage policy.

➢ Analysis of the MDMS data is the first step to realising “Revenue 

Protection”.

➢ Theft of electricity and water is a global issue, and more so in Africa.

➢ Typically, ATC&C losses range between 15% (for well managed Utilities and 

their respective systems) to 70+% (a utility in Nigeria has an effective 72% 

ATC&C loss average!)
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Improve customer support and billing process

• Predict high-bill 
• Correct meter failure before bill is sent out
• Better VEE
• Find leaks for water customers
• Improve knowledge of the customer support group

Customer segmentation becomes possible

• Improve existing and design new rate cases
• Design demand response programs
• Find the best customer group for marketing e.g. EE 

campaigns

Implement Revenue Protection 

• Find revenue losses because of malfunctioning 
meters

• Find theft of commodity on the meter level

Monetizing meter data is the first step to a 

comprehensive analytics solutions

Monetising Meter Data
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Analytics Foundation – Data Discovery Tool 

for the Smart Grid

• Big data aggregation engine

• Search-based analytics

• Out-of-the-box support for common use cases

1.

Advanced Use Cases – the Applications2.

Energy Analytics Offering Overview

Outage Management 

System

Workforce 

Management System

Customer Information 

System 

Solar/Wind

EV

Load 

Forecasting

Equipment 

Load 

Management

Power 

Quality

Grid Loss 

Detection

Big Data/Analytics 

Platform

Revenue 

Protection

SCADA

Weather/3rd party 

data

Asset

Topology

Mapping

CIS Data

Residential / C&I 

Metering
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Revenue Protection – Theft – How to identify and analyze
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Revenue Protection

• Advanced algorithms to detect and flag energy theft or other occurrences of  

non-technical loss. 

• Automated investigation ticket created for any suspected non-technical loss. 

• Numerical score assigned to each service point indicating likelihood of non-

technical loss. 

• An investigation management system to track each investigation from initial 

detection to final disposition. 

• Intuitive and powerful tools for data analysts, supervisors and site investigators. 
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Revenue Protection Steps

The Revenue Protection application consists of 7 steps, the first 6 are automatically done as part of the 

Revenue Protection Job run and the last one is the manual review and assignment of the tickets provided 

by the Revenue Protection Job.

Model 

Creation *
Scoring

Investigation 

Filter

Ticket 

Creation

Case 

Management

* Only applicable if machine learning scoring algorithm is enabled

2 4 5 6 7

Pre-load 

Data Store

1

Analytics 

Execution

3

Revenue Protection Job Run, which are automatically run when the job is executed
Manual process 

to review and 

assign tickets

7.  Case Management

After ticket creation is complete, use the Case Management user interface to handle the overall case 

management. You can perform actions such as create new ticket, evidence analysis, ticket assignment, and 

feedback management. 
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Revenue Protection Jobs

Model 

Creation
Scoring

Investigation 

Filter

Ticket 

Creation

1. Pre-load Data Store

The data which is used for the algorithm to be executed can be pre-loaded into memory so that the execution of the Revenue Protection 

run is better performing. 

2. Model Creation

Model creation is executed for scoring purpose based on the features that you configure. It is an optional step and executed only with 

MLScorer

3.  Analytics Execution

All the analytics that you configure as active in the Data Svc Version are executed. You can also configure a new/custom algorithm. *

4. Scoring 

The algorithm result are prioritized using a scorer. The feature result and the final score are stored either in the HBase, HDFS, or both. You 

can also configure a new/custom scorer. *

5. Investigation Filter

Investigation Filters filter out all the SDPs that do not meet certain criteria. You can use Investigation Filters to filter out the SDPs for which 

you do not want to create tickets. Apart from the in-built filters, you can add your own filter.

6.  Ticket Creation

After the filtered list of SDPs is available, tickets are created for each SDP. If a ticket already exists in database table for the service point 

and same data ref end date then the existing ticket is updated with status as "Void" and the ticket gets closed. SR

* https://docs.emeter.com/display/RP24/Configure+Revenue+Protection" \l "ConfigureRevenueProtection-ConfigureReferenceDataForFeaturesandScorer

2 4 5 6

Pre-load 

Data Store

1

Analytics 

Execution

3
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Revenue Protection - Algorithms

Currently there are twenty-one algorithm available in Revenue Protection that look for incidents of Revenue 

Losses.

The following algorithm to the right are available 

for electric and gas as well as single and three 

phase meters
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Revenue Protection - Algorithms

The following algorithm to the right are available 

for electric meters only but work for single and 

three phase meters.

The following algorithm to the right are available 

for electric meter only and only work for 3-phase 

meter.
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Benefit

“Thin” prepaid solution offers better

revenue protection 
(Northeast Group, “Market Forecast

Global Prepaid Metering  2016-26”)

Debtor days reduced from 

150 days to -15! 
(African Utility)

New retail utilities operating  at 

40% lower total cost 
compared to legacy business (Europe)

Vending

Channels

Smart

Meter

EnergyIP

Prepay

User SelfCare, 

Mobile app

• Customer buys more energy

by cash, credit/debit cards

• Account value provided at 

SelfCare portal, Mobile app

• Notification about low balance

• Tariff applied

• Usage deducts from central prepaid account

• Meter reads (on periodical 

interval e.g. daily or 15 min)

Revenue Security – Smart Prepay
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▪ Balance controlling is done locally at the pre-payment (budget) meter

▪ Cost, complexity and reliability of pre-payment meters

▪ Physical tokens (smart cards/keys/keypad) are required to transfer payment

▪ Specific physical pre-payment meter needed

Traditional 
Prepaid Metering

▪ Balance controlling is done in the back-office

▪ Support of different payment methods, tariffs & incentives

▪ Lifestyle “channels” for consumer engagement:

- via WebPortal, mobile Apps, SMS and e-mail

- Supplier Portal assisted access for Self Care

▪ Same smart meter for postpaid and prepayment, no field activities for change

Prepayment with 
Smart Meters

Revenue Security – Smart Prepay vs. Voucher Prepaid Metering
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PoS

STS Voucher

STS Prepaid 
meter

Meter keeps 
“Unit Wallet”

Meter 
DisConnects | 
Reconnects

STS “Pre Paid” Meter vending

Smart Meter

Electricity & 
Water

Smart 
Metering

Online | 
Mobile 

“Topup”

Online | 
Mobile 
eWallet

Meter 
DisConnects | 
Reconnects

“Advanced Revenue”

Smart Metering

vs.

Revenue Security – STS “Prepaid” Metering  vs Smart “Prepaid” Metering
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Usage of normal 

(smart) meters 

Support of 

“Dual/Multi Fuel” 

(electricity, gas, water…)

Provisioning of very 

Flexible Tariff Model

Mobile enablement 

via mobile Apps

Lifestyle “option”

for consumer

Upfront Collection 

Cash Optimization

Debt Management 

for Recovering Debt

Revenue

Protection

PREPAID ENERGY BENEFITS
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Siemens EnergyIP Prepay –

Overall architecture

Payment channels

Payment Service Provider

Vending provider

Communication

Network Provider

HES

• Meter Readings

• Remote

Transactions

• Notifications

Credit/Debit CardBank account

Smart Meter

Agent Top Up

Web Portal, Mobile App-

lications, SMS, e-Mail 

Vending channels

Point of Sale

Back-End

Supplier CIS

EnergyIP Core

Platform

incl. MDM

Customer

• Customer Data

• Financial 

Information

• Tariffs

• Notifications, Alerts, Account 

and Consumption Information

• Payment, Top Up (Refill)

EnergyIP Prepay
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LPU’s

C&I

Residential

70%
20%

10%

Electricity

Water

Gas

Users

Revenue 

Contribution

REVENUE CONTRIBUTION: ELECTRICITY & 
WATER USERS
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Central “Smart PrePay Wallet” for Elect | Water | Gas | Heat smart meters

Consumer

Portal

Central 

Wallet
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Continuous service improvement 

The future of smart metering

Smart Home

Smart Grids Industry 4.0

Follow you metering

Connected power generation

Flexible tariffs
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